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It is time to publish our first newsletter in 2021!

In this 25th issue, the section “Research Put Across” introduces CASRA's investigation of human-machine interaction between
airport security screeners and automated explosives detection systems for cabin baggage (EDSCB). In the “Security in Practice”
section, we present the results of the International Cargo Screening Study, which was conducted together with the Interna-
tional Air Transport Assoctiation (IATA).

As always, we are looking forward to receiving any feedback you might have as well as your input on topics you would like us

to address in upcoming newsletters.

We hope you enjoy the insight given through our newest articles.

With best wishes,

J

Dr. Diana Hardmeier

Director Chairman
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AUTOMATION RELIABILITY, HUMAN-MACHINE SYSTEM PER-
FORMANCE, AND OPERATOR COMPLIANCE

The following article covers the CASRA's investigation of
human-machine interaction investigation between airport
security screeners and automated explosives detection sys-
tems for cabin baggage (EDSCB). The scope of the study was
to understand how automation reliability and unaided per-
formance relate to human-machine system performance and
operator compliance.
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SECURITY IN PRACTICE

INTERNATIONAL CARGO SCREENING STUDY

In collaboration with the International Air Transport Asso-
ciation (IATA), and supported by id3 Technologies as well as
participants from all over the world, CASRA is delighted to
introduce a web-based international cargo screening study.
The aim of the study is to illustrate the benefits of computer-
based training (CBT) for cargo screening and show its poten-
tial for improvements.
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AUTOMATION RELIABILITY, HUMAN-MACHINE SYSTEM PERFORMANCE, AND
OPERATOR COMPLIANCE: A STUDY WITH AIRPORT SECURITY SCREENERS SUPPORTED
BY AUTOMATED EXPLOSIVES DETECTION SYSTEMS FOR CABIN BAGGAGE SCREENING

Text: David Huegli

Automation represents functions per-
formed by machines that assist or replace
tasks usually executed by humans [1]. The
benefits of automation depend on the au-
tomation reliability or the unaided perfor-
mance of the human operators [2]. System
designers must decide how to allocate
functions of automation to achieve an op-
timal human-machine match. At CASRA,
we investigated the human-machine inter-
action between airport security screeners
and automated explosives detection sys-
tems for cabin baggage (EDSCB). Our study
allowed us to understand how automation
reliability and unaided performance relate
to human-machine system performance
and operator compliance. We derive rec-
ommendations for the use of EDSCB in X-
ray screening of cabin baggage at airports.

AUTOMATION RELIABILITY AND
HUMAN-MACHINE SYSTEM
PERFORMANCE

Various taxonomies distinguish different
levels of automation [3]-[5]. One form of
low-level automation provides alarms to
support human operators by cueing atten-
tion to areas of a display that might con-
tain a target. Examples include air-traffic
control conflict alerting systems [6], com-
bat systems for better detection of enemy
soldiers on the battlefield [7], support sys-
tems for medical diagnoses [8], and auto-
mated EDSCB to assist X-ray screeners to
search passenger baggage [9]-[11].

The benefits of low-level automation
depend on unaided performance and au-
tomation reliability (see [2], for a review).
When operators can perform well with-
out automation, their self-confidence in-
creases [12], and they rely more on their
own judgment than on what automation
suggests [13], [14]. When unaided perfor-

KEY MESSAGES: AUTOMATED EXPLOSIVES DETECTION SYSTEMS FOR CABIN BAGGAGE

(EDSCB)

> The benefits of automation depend on automation reliability and unaided perfor-

mance

> We illustrated issues coming up with function allocation between humans and
automation in airport security X-ray screening.

> Three different EDSCB with on-screen alarm resolution were compared

> When unaided performance is low, EDSCB with a high reliability increases target

detection

> Operator compliance depends on the probability of a target being present when

EDSCB alarms

> Operators should be given clear instructions if the probability that alarmed bags

contain explosives is below 50%.

mance is lower, operators’ self-confidence
is also lower [12], and operators benefit
more from automation if reliable [15], [16].

Low-level automation systems perform
tasks for which unreliability and imper-
fection are expected (even if it is not de-
sirable) because of technical reasons. A
small number of imperfections such as au-
tomation misses (a target is not detected
by automation) or false alerts (alarm in
the absence of target) are tolerated [2].
System designers must decide how to set
the automation’s detection thresholds.
Usually, a higher priority is given to reduc-
ing automation misses at the expense of
accepting more automation false alarms
[17]. However, if operators experience
many false alarms, this can result in a cry-
wolf effect, with operators ignoring auto-
mation alarms [18]. Several authors have
described the cry-wolf effect as a lack of
operator compliance (e.g., [15], [19], [20]).
Compliance is the degree to which opera-
tors actin accordance with the automation
alarm and represents the active processing
of automation alarms. It is well established
that automation reliability affects operator
compliance. Specifically, compliance with
automation depends on the positive pre-

dictive value (PPV) of automation. The PPV
is the probability of a target being present
when automation alarms [21]-[23]. Several
studies have shown that compliance with
automation increases when PPV increases
[16], [22], [24]-[28].

AIRPORT SECURITY X-RAY SCREENING
OF CABIN BAGGAGE

Automation can be used to support
screeners during the visual inspection of X-
ray images at airport security checkpoints.
Several studies have consistently shown
that computer-based training is essen-
tial to achieve and maintain good detec-
tion performance of screeners [29]-[32].
Bombs, the most dangerous prohibited
articles in passenger baggage, are techni-
cally called improvised explosive devices
(IEDs). They are composed of a power
source, a triggering device, a detonator,
and an explosive charge connected by
wires [33], [34]. Screeners can learn to rec-
ognize these components with computer-
based training and they can achieve and
maintain a high detection performance
for IEDs [29]-[32], [35]. In cabin baggage
screening, bare explosives also pose a
threat because these could be combined
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with other IED components after passing
an airport security checkpoint [10]. The
detection of bare explosives can be a chal-
lenge even for well-trained screeners be-
cause they lack the other components of
IEDs (power source, triggering device, and
detonator) and often look like a harmless
organic mass [36], [37]. Automation EDSCB
indicate areas in an X-ray image that might
contain explosives in order to support the
operator to detect such explosives, i.e. IEDs
and bare explosives, in cabin baggage
screening. EDSCB can help to overcome
the difficulties in detecting explosive ma-
terial.

At airport security checkpoints, the
prevalence of prohibited articles in X-ray
screening (especially explosive material) is
scarce. However, the incidence of prohib-
ited articles (guns, explosives, knives, and
other threat items) is increased artificially
to about 2-4% using threat image projec-
tion (TIP), atechnology that projects prere-
corded X-ray images of prohibited articles
into X-ray images of real passenger bags
[38]-[41]. Furthermore, airports, govern-
ment authorities, and security companies
conduct covert tests at security check-
points using prohibited articles, including
guns, simulated explosives, knives, and
other threat items [42], [43]. With TIP and
covert tests, the target occurence of (simu-
lated) explosives in X-ray images is about
1-2%. Thus, when a screener works at an
airport security checkpoint and she or he
visually inspects a hundred X-ray images,
only one to two will contain (simulated)
explosives.

EXLOSIVES DETECTION SYSTEMS FOR
CABIN BAGGAGE (EDSCB)

European regulation standards require
EDSCB machines to achieve particular
reliability [44]. The hit rate of the EDSCB
should not only be high enough to deter
terrorists, but also to reduce misses that
lead to disastrous consequences. However,
the increased hit rate comes at the cost
of automation false alarm rates of 6-20%
[10], [45]. As a result, the EDSCB yield 6-20

alarms of each 100 bags - and most of
them are false alarms.

In most countries, airports use EDSCB
with an automated decision (high-level
automation). In this case bags that are
alarmed by the EDSCB to be suspicious of
possibly containing explosive material are
automatically sent to secondary search,
where a second screener searches the bag
manually.

Regarding checkpoint efficiency, the
human-machine system false alarm rates
of baggage screening should be minimal,
which means, 20% of all bags sent to sec-
ondary search is impractical. Further exam-
ination of bags at the checkpoint involves
more time-consuming explosives trace
detection and the manual opening of bag-
gage which lowers checkpoint throughput
[45].
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problem for human-machine system per-
formance and operator compliance result-
ing in a cry-wolf effect. In this study, we
investigated EDSCB implemented as low-
level automation.

OUR STUDY

At CASRA, we conducted a study with a
simulated cabin baggage screening task
in which screeners had to detect guns,
knives, IEDs, and bare explosives on dual-
view X-ray images. EDSCB supported
screeners by indicating areas in X-ray
images that might contain IEDs or bare
explosives. See Figure 1 for the interface
of our simulated cabin baggage screening
task. We simulated three different
EDSCB scenarios that were inspired by
discussions with appropriate authorities
responsible for national aviation security

Figure 1: The interface of the X-ray machine simulator used in our study. Red frames indicate areas
that might contain explosive material (automation alarms). The same bag is shown from two view-

points differing by about 90°.

However, some countries use EDSCB with
on-screen alarm resolution (low-level au-
tomation) to reduce the false alarm rate of
the system. EDSCB provide screeners with
red frames around potential threats on the
X-ray image. They must decide whether
the baggage contains an actual threat or
not, and if a threat is detected, send it to
secondary search. The goal for airports
should entail preventing screeners from
dismissing true EDSCB alarms and keep the
reject rates in a practically feasible range.
Unfortunately, EDSCB false alarms pose a

regulations on X-ray screening equipment
and security control procedures at
airports. The authorities were interested
in knowing whether the large cry-wolf
effect for detecting bare explosives found
by a previous study with single-view
EDSCB [10] also applies to the multi-view
EDSCB more commonly used at airports.
Further, we wanted to investigate whether
using EDSCB with a lower false alarm rate
would improve human-machine system
performance.
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STATE-OF-THE-ART EDSCB

Our State-of-the-art EDSCB had similar
reliability as the ones currently employed
at checkpoints with multi-view X-ray
machines (hit rate 86%, false alarm rate
20%). As mentioned above, issues now
discussed with EDSCB mainly concern the
false alarm rate of these systems. EDSCB
machines that achieve a C2-Standard
according to the European regulations
[44] have a relatively high automation hit
rate of 80-90%. However, this comes with
a relatively high false alarm rate of about
20%. When EDSCB is used as high-level
automation and bags are automatically
sent to secondary search, the false alarm
rate of the system exceeds a practically
feasible threshold. When EDSCB is used as
low-level automation with on-screen alarm
resolution, the screener could reduce the
false alarm rate substantially. State-of-the-
art EDSCB was considered as EDSCB with
high automation reliability and it had a
PPV of .3.

LOW FALSE ALARM RATE EDSCB
Another possibility would be an EDSCB
with a hit rate of 60%, which reduces
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the false alarm rate to about 5%. Such
an EDSCB might be enough to deter
terrorists, considering that they have often
used attack methods with a low risk of
being caught [46]. Moreover, computer
simulations [45] indicated that EDSCB with
low false alarm rates of around 5% would
allow resolving all automation alarms
with explosive trace detection without
negative impacts on screening efficiency
(passenger and baggage throughput). Our
Low false alarm rate EDSCB had the same
automation reliability as State-of-the-art
EDSCB but a lower automation hit rate and
a low automation false alarm rate (hit rate
60%, false alarm rate 5%). Low false alarm
rate EDSCB was also considered as EDSCB
with high automation reliability. However,
whereas State-of-the-art EDSCB had a PPV
of .3, low false alarm rate EDSCB had a PPV
of .5.

RISK BASED EDSCB

A third possibility would be a risk based
screening scenario where State-of-the-art
EDSCB is activated for only one-quarter
of the screened bags based on passenger
and flight-risk information. The unpredict-

Test condition

Unaided performance

B State-of-the-art EDSCB
Low false alarm rate EDSCB
Risk based EDSCB

Bare explosives

Prohibited articles category

Figure 2: Human-machine system hit rate by test condition and prohibited articles category (IEDs,
bare explosives, guns, and knives). Error bars show +1 standard error of the mean. Dashed lines
indicate the hit rates of automation by itself (automation hit rate).
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able variation maintains deterrence. Our
third EDSCB simulated a risk based screen-
ing scenario (hit rate 21%, false alarm rate
5%). It was considered an EDSCB with low
automation reliability. The PPV of Risk
based EDSCBwas .3 and had, therefore, the
same PPV as State-of-the-art EDSCB.

EFFECTIVENESS DEPENDS ON
AUTOMATION RELIABILITY...

Figure 2 shows that overall guns and IEDs
were detected well in our study, whereas
bare explosives and knives were more
challenging to detect. Similar results have
been found in previous studies for well-
trained screeners without automation
support [29], [30], [35] and in a recent
study that tested screeners supported by
single-view EDSCB [10]. Consistent with
previous research on low-level automation
conducted with student participants
(see [2], for a review), we found that
the benefits of automation depend on
unaided performance and automation
reliability. Overall, the human-machine
system hit rate was higher when using
automation with high reliability (State-
of-the-art EDSCB and Low false alarm
rate EDSCB) than an automation with low
reliability (Risk based EDSCB), providing
strong evidence for the relevance of high
automation reliability.

... AND UNAIDED PERFORMANCE
Furthermore, our results confirm that
when operators perform well without
automation (in this study IEDs) it increases
their self-confidence [12] and they rely
more on their own judgment than on what
automation suggests [13], [14]. We found
high operator confidence (see Figure 3)
and a high human-machine system hit rate
between 79% and 88% for detecting IEDs,
which was much higher than automation
by itself in the two conditions with lower
automation hit rates (21% in the Risk based
EDSCB, and 61% in the Low false alarm
rate EDSCB). For detecting difficult targets
(bare explosives), unaided performance
and screener confidence were lower (see
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Figure 3) and automation provided large
benefits in the two conditions with higher
automation reliability (State-of-the-art
EDSCBand Low false alarm rate EDSCB).

THE CRY-WOLF EFFECT

However, especially when working with
the State-of-the-art EDSCB, screeners
ignored many true EDSCB alarms.
Therefore, human-machine system per-
formance was lower than automation by
itself (86% in the State-of-the-art EDSCB
and 60% in the Low false alarm rate EDSCB).
As shown in Figure 2, automation with a hit
rate of 86% and a high false alarm rate of
20% (State-of-the-art EDSCB) resulted in
operators ignoring about one-half of the
true automation alarms on difficult targets
(bare explosives). Similar results have
been reported by Hattenschwiler et al.
(2018), using single-view EDSCB with on-
screen alarm resolution. These results can
be interpreted as a strong cry-wolf effect.
Operators ignore automation alarms if
they have experienced many false alarms
from automation in the past (Breznitz,
1983), resulting from low compliance due
to alow PPV.
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B State-of-the-art EDSCB
I Low false alarm rate EDSCB
[ Risk based EDSCB
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Explosive articles category

Figure 3: Mean operator confidence by test condition and explosive articles category. Error bars

show +1 standard error of the mean.

OPERATOR COMPLIANCE DEPENDS ON
THE POSITIVE PREDICTIVE VALUE (PPV)
Figure 4 shows that screeners
compliance depended on the PPV of
automation. Automation with a PPV of .5
(Low false alarm rate EDSCB) resulted in

’

Automation
condition
B State-of-the-art EDSCB

I Low false alarm rate EDSCB
[ Risk based EDSCB

IEDs Bare explosives

Explosive articles category

Figure 4: Mean operator compliance by explosives articles category and automation condition.
Dashed red lines indicate the PPV of the automation. Error bars show 1 standard error of the mean.

higher compliance than automation with a
PPV of .3 (State-of-the-art EDSCB and Risk
based EDSCB). This finding is consistent
with previous research suggesting that
operator compliance relates to the PPV
of automation (e.g., Bartlett & McCarley,
2017, 2019; Getty et al,, 1995; Meyer et al.,
2014). Interestingly screeners complied at
a similar ratio with the PPV as automation
detected a target when an alarm was
triggered. When automation had a PPV of
.5 (Low false alarm rate EDSCB), screeners
complied with automation alarms 48%
of the time. When automation had a PPV
of .3 (State-of-the-art EDSCB and Risk
based EDSCB), screeners complied with
automation alarms 28% and 32% of the
time, respectively. This result has led to the
cry-wolf effect shown in Figure 2. When
alarmed images contained IEDs, screeners
showed more compliance with automation
alarms than when alarm images contained
bare explosives. This could have been due
to much higher unaided performance and
higher confidence in detecting IEDs than
bare explosives. It is reasonable to infer
that screeners responded more often with
target-present when automation alarmed
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on an IED because they could detect IEDs
well without automation and were more
confident about doing this.

THE ADVANTAGE OF A CRY-WOLF
EFFECT FOR EFFICIENCY

Using automation as operator support
resulted in minor increases in human-
machine systemfalse alarm rates compared
to unaided performance (see Figure 5).
This was the case to a similar degree for
all automation conditions. Interestingly,
when the automation produced numerous
false alarms (State-of-the-art EDSCB with
an automation false alarm rate of 20%),
screeners cleared most of them. This
resulted in a similar human-machine false
alarm rate in the other two automation
conditions with automation false alarm
rates of only 5% (Low false alarm rate
EDSCB and Risk based EDSCB). This is good
news because it shows that screeners can
reduce the system false alarm rate when
EDSCB is used as low-level automation.
Screeners complied more with correct
automation alarms (automation hits) than
wrong automation alarms (automation
false alarms). Therefore, we can rule out
the possibility that screeners ignored
a proportion of automation alarms at
random.

PRACTICAL IMPLICATIONS AND
RECOMMENDATIONS

Our results show that the human-
automation interaction for EDSCB with
on-screen alarm resolution is far from
perfect. However, it should be noted
that the performance of EDSCB is still
improving rapidly and some of the
problems shown in this article may also
be solved in the future. Certain multi-
view EDSCB with updated detection
algorithms now achieve automation hit
rates above 80% with automation false
alarm rates below 10%, achieving even
higher automation reliability than the
EDSCB used in this study. Moreover, EDSCB
based on computer tomography, which
are increasingly used at airports, seem

to achieve even lower automation false
alarm rates, possibly below 5%, at least
in the near future, according to airports
and manufacturers. This extremely high
automation reliability based on computer
tomography could reduce the cry-wolf
effect found in our study due to the lower
false alarm rate compared to older multi-
view EDSCB. However, we also found that
whether screeners follow EDSCB alarms
(operator compliance) or not depends

20 r——--

.15

|
|
|
|
|
|
|
|
|
|
10 |
|
|
|

False alarm rate

.05

.00

SCIENCE &SECURITY Issue 25

automation. That is, bags on which an
EDSCB has alarmed are sent automatically
to secondary screening. Regardless of
whether EDSCB is used as low or high-
level automation, screeners should still
visually inspect X-ray images not only for
the presence of guns and knives, but also
for IEDs. The latter is crucial because EDSCB
misses certain IEDs that can be detected
only by visual inspection [47].

Test condition

Unaided performance

B State-of-the-art EDSCB

I Low false alarm rate EDSCB
Risk based EDSCB
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Figure 5 Human-machine system false alarm rate by test condlition. Error bars show +1 standard
error of the mean. Dashed lines display the false alarm rates of automation by itself (automation

false alarm rate).

on the PPV of automation which may be
low even if the overall reliability of the
automation is high. Accordingly, if the
PPV is below .5, we recommend giving
clear instructions to screeners to send all
bags for which the EDSCB has triggered an
alarm to secondary screening. Providing
clear instructions helps to avoid the
cry-wolf effect [22] and resolving all
automation alarms in secondary screening
with explosive trace detection or manual
search appears to be operationally feasible
for 5% of all passenger bags without
requiring additional staff resources [45].
An alternative to clear instructions for
screeners would be automated decision-
making using EDSCB as high-level
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INTERNATIONAL CARGO SCREENING STUDY

Text: Slavtcho Groshev

This article presents a web-based INFOBOX: IATA AND BIOSEAL
international cargo screening study

conducted in cooperation with the The International Civil Aviation Organization (ICAO) Aviation Security (AVSEC) Panel
International Air Transport Association and ICAO Council encourage states and all stakeholders to rapidly review and update
(IATA) and id3 Technologies in 2020 with the national requirements and syllabus of existing security awareness training pro-
participating entities located across grams to include incident reporting awareness and processes. In order to assist with
multiple continents. A central focus of the this rapid implementtion, IATA launched the See It Report It initiative. The initiative in-
study wasiillustrating benefits of computer- cludes videos on awareness and reporting, both available in 13 languages. For more
based training (CBT) for cargo screening details see [here].

along with potential improvements.

STUDY BACKGROUND, OBJECTIVES, AND BioSeal is a technology co-developed by id3 Technologies. It is a robust and economi-
DESIGN cal solution for both combating the fraudulent forgery of all types of documents and

The IATA Cargo Security and Facilitation managing the identity of people through biometrics. It ensures the authenticity and in-
Forum at the end of October 2019 featured, tegrity of non-electronic documents in a comparatively inexpensive, but highly secure
among other topics, a presentation by CAS- manner using asymmetric cryptography. BioSeal is a secure and General Data protec-
RA that facilitated discussions and engage- tion Regulation (EU GDPR) compliant solution for biometric authentication. For more
ment on the importance of human factors detils see [here].

in cargo screening [1]. Industry interest was
expressed in examining screener perfor-

mance, the use of CompUter_based training IATA See It Report It awareness video + Questionnaire
(CBT) and the value-added it creates. Addi-

tionally, the role of security culture was to
be considered, with the 40th Session of the
International Civil Aviation Organization

(ICAO) Assembly designating 2020 as the

X-Ray Tutor 3

I Cargo l

Control Group

Evaluation
Questionnaire

X-Ray CAT
Cargo (1)

X-Ray CAT
Cargo (2)

X-Ray Tutor 4
Cargo

X-Ray ORT

Year of Security Culture (YOSC) [2]. Phase 1: Phase 2: Phase 3: Phase 4: Phase 5
Baseline of object recognition Image interpretation Assessment of Trial of extended Assessment of
abilities and image interpretation training vs improvement in computer-based  system usability
An international study was subsequently competency no additional image interpretation training and perceived

. . . . training competency training value
conducted in 2020 with the aim of examin- +

ing the following aspects:
> Improvement of image interpretation

|IATA See It Report It
—| Over 100 participants from multiple organizations across multiple continents | | id3 BioSeal® certificates @

performance through individually adap- Figure 1: Study design
tive CBT with X-Ray Tutor (XRT)

Figure 2: Phase 1 - X-Ray ORT (left) and X-Ray CAT Cargo (right)



https://www.iata.org/en/programs/security/security-management-system-sems/
https://id3.eu/bioseal-biometric-code/
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> Usefulness of well-established X-ray
operator (screener) selection tool X-Ray
Object Recognition Test (X-Ray ORT) for
the domain of cargo screening

> Potential enhancements of CBT for cargo
screening through incorporation of as-
pects such as handling of multiple X-ray
views, shielding, and air waybills (AWB)

> Reception of IATA See It Report It aware-
ness video

As noted by the Guidance for ground
handling during and post COVID-19 by
IATA, the pandemic has led to enhanced im-
portance of remote training [3], so the study
can serve as an applied example. A naturally
emerging consideration within this context
is identity verification for remote training
certificates, and so id3 Technologies was
supporting the study with secure digital
certificates for participants to demonstrate
applicability of their technology for this use
case.

Figure 3: Phase 2 - XRT3 Cargo

More than 100 participants from multiple
organizations across multiple continents
were involved in a five-phase study con-
ducted fully online (Figure 1). The study
phases will be explained in detail in the fol-
lowing sections.

STUDY PHASES

Phase 1 of the study served to establish
a baseline of object recognition abilities
and image interpretation competency. The
scientifically validated instruments X-Ray
ORT and X-Ray Competency Assessment
Test (X-Ray CAT) Cargo were used (Figure 2).
The X-Ray ORT assesses the ability to deal
with viewpoint, superposition, and bag

complexity (so-called image-based factors
that have been scientifically demonstrated
to strongly influence X-ray image difficulty)
and features 256 images shown for four
seconds each, half of which contain either
a knife or a handgun. The test is geared to-
wards pre-employment selection and does
not require previous knowledge of X-ray im-
age interpretation [4,5]. That is why the pic-
tures are in black and white. The X-Ray CAT
Cargo assesses the ability to interpret cargo
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images and identify improvised explosive
devices (IEDs). It features 160 images shown
for 15 seconds each, half of which contain
an |ED [6,7].

Phase 2 of the study featured a random
assignment of participants to the training
(experimental) or the no training (control)
group. The experimental group trained
with the individually adaptive CBT X-Ray
Tutor 3 (XRT3), a scientifically validated tool
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Phase 4 - XRT4 dual-view (top), shielding (middle), and AWB verification (bottom) modules
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for image interpretation training (Figure
3) [7]. Images with and without IEDs were
presented based on level progress and
individual previous detection «history» of
trainees. An average of 10.9 hours were
trained, however with large differences
between participants (standard deviation
of 3.6 hours).

In parallel, participants had access to a
short security awareness video from the
IATA See It Report It initiative and were
asked to answer three questions after
watching it as a concise assessment of its
reception and prospective contribution to
security culture.

Phase 3 of the study served to assess the
improvement in X-ray image interpreta-
tion competency. The expected results
upon repetition of the X-Ray CAT Cargo
were an improvement in X-Ray CAT per-
formance for the group that trained and
no improvement for the group that did not
train. Further, we expected a positive rela-
tionship between the X-Ray ORT and X-Ray
CAT performance independently of train-
ing, since higher detection performance
can be presumed for individuals with ob-
ject recognition abilities independent of
training.

| find it good that shielding was
addressed

1 find it good that Air Waybills
were addressed

2 2
Average: Average:
139 1+ 39

Shielding training (in general) Air Waybill training (in general)

would support my everyday work

2 ‘ 2 ‘
Average: Average:
14 14

would support my everyday work

Phase 4 of the study featured a trial of
three short modules addressing additional
training aspects, namely dual-view
imaging, shielding, and AWB verification
within XRT4 (Figure 4) [8]. The dual-view
module presented freight from two
perspectives, asking the participant to
decide if they could identify a hidden
IED. The shielding module included the
decision option of sending the cargo for
further inspection due to shielding. Finally,
the AWB module required participants
to verify if what was declared on the
AWB matched the X-ray image. All three
modules required participants to indicate
the confidence of their decision on a five-
point scale. The expected results were
for the second X-Ray CAT performance
to correlate positively with the dual-view
module confidence weighted performance
score (CWPS, for calculation see results
section), the X-Ray ORT performance to
correlate positively with the shielding
module CWPS, and screening experience
to correlate positively with AWB module
CWPS.

Phase 5 involved an assessment of
the wusability and perceived training
value of the XRT4 modules as well as

I have the impression that my
knowledge has expanded on a
long-term basis

The image inspection time was
sufficient

2 L 2 ‘
Average: Average:
1 41 1 43

The language used was

comprehensible The cargo images are realistic

2 2 :
Average: Average:
; 42 ; 43

Figure 6: Training evaluation questionnaire results on a five point scale (1 = do not agree at all, 5 =

agree fully)
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X-Ray | *A * *% *k *
i 0.707 02| o3| 038" o2
X-Ray *% * %K * %K
0.24 47 X oomo
CAT2A 0 0.50 |
Experience 0.15 0.14 0.18
.. xR
Shielding 0.19
Module CWPS 0.58
Dual-View 0.24 *
Module CWPS :

AWB Module CWPS

Figure 5: Correlations between variables with
statistical significance (***:p <.001, **: p <
.01, *: p <.05), CWPS calculation pseudo code
for confidence measured on five-point scale: IF
TargetButton = ClickedButton THEN Score = 1
ELSE Score =-1 >> CWPS = (Score * Confidence
+5)/(5*2)

CBT for cargo screening in a broader
sense. Questions were taken from well-
established measurement scales, namely
the System Usability Scale (SUS) [9] the
Training Evaluation Inventory (TEI) [10],
and extended with specific questions of
relevance for CBT for cargo screening.

STUDY RESULTS

The results of the study revealed that the
X-Ray ORT performance correlated strongly
and highly significantly with the X-Ray
CAT performance and weakly but highly
significantly with the shielding module
CWPS, confirming the expectation that the
X-Ray ORT can predict future performance
inimageinterpretation for cargo screening.
The detection performance in the second
X-Ray CAT Cargo measurement correlated
moderately and highly significantly with
the dual-view module CWPS, confirming
the expectation that screeners who
perform well in single-view image
interpretation are likely to perform well in
dual-view image interpretation. Screening
experience did not correlate significantly
with the AWB module CWPS. This could
have been due to the rather simple AWBs
used. The main findings were robust within
an analysis of variance including age and
group assignment.

The extended CBT within XRT4 was well
received overall, with a majority of respon-
dents indicating a subjective expansion
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of knowledge and a desire for additional
shielding and AWB training (Figure 5). Po-
tential for improvement was, however, also
highlighted for the specific shielding and
AWB training modules. Some screeners in-
dicated for example that some AWBs were
very difficult due to similarity between the
appearance of the falsely declared and the
actually presented goods (requiring good
visual memory) and others noted different
rules for classification of shielding being
applicable in their work environment.

The |ATA See It Report It awareness video
was very well received overall, with almost
all respondents indicating agreement or
full agreement with a recommendation for
including the video in their work environ-
ment training and awareness campaigns
(Figure 6). Wishes for a specific version for
cargo screening were also expressed.

CONCLUSION

The study demonstrated that substantial
improvements in cargo screener perfor-
mance can be achieved (average of +8%
hits and -6% false alarms) through individ-
ually adaptive online CBT (in particular us-
ing XRT) after an average of around eleven
hours of training already. The screener se-
lection tool X-Ray ORT was further shown
to be useful for cargo screening as well due
toits power to predictimage interpretation
performance of screeners independently
of training. The value of screener feedback
for further development and customizing
of features of CBT for cargo screening was
also highlighted. The very good reception
of the IATA See It Report It online aware-
ness video showed that it is a promising
tool for supporting security culture. Last
but not least, potential for international
online performance benchmarking in
cargo X-ray screening as well as using bio-
metric certificates for online training and
assessment was demonstrated.

We would like to thank all participating
entities, IATA, and id3 Technologies for
their valuable roles in this effort.

| recommend this video to be
included in the security awareness
campaign in my work environment
5

1 £ 1
E /

Average: Average:
46 46
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| recommend this video to be
included in the security awareness
training in my work environment

The content of the video is relevant
for security awareness purposes
5

Average:
47

Figure 7: IATA See It Report It awareness video evaluation questionnaire results (1 = do not agree at

all, 5 = agree fully)
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