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Research Put Across Security In Practice 

IS EVERYDAY OBJECT KNOWLEDGE RELATED TO X-
RAY SCREENERS’ EFFECTIVENESS AND EFFICIENCY?

The main objective of CASRA is to increase security and facili-
tation at airports and other environments involving people and 
technology, using an adaptive approach by combining applied 
psychology and computer science. Learning which objects are 
prohibited and what they look like in X-ray images of passenger 
bags is important for X-ray screeners to achieve a good detec-
tion in visual inspection of passenger bags. However, as these 
bags also contain a large variety of harmless everyday objects, 
it could be assumed that knowing how such objects look like 
in X-ray images might help screeners to work better. CASRA 
researchers conducted a scientific study to investigate whether 
the knowledge of everyday objects is related to X-ray screen-
ers’ effectiveness and efficiency (Experiment 1) and if novices’ 
everyday object knowledge can be trained (Experiment 2). 

How useful are assisted target recognition 
algorithms and training for improving the 
detection performance of customs officers?

In the CASRA Newsletter one year ago (Issue 12, March 2016), 
we have described ACXIS (Automated Comparison of X-ray Im-
ages for Cargo Scanning). This is a research project funded by the 
European Union under the 7th framework program with the main 
aim to increase effectiveness and efficiency of cargo screening at 
customs. Among other tasks, the project researched and devel-
oped assisted target recognition (ATR) algorithms to assist cus-
toms officers in the challenging search for illicit goods in cargo 
containers. With the final decision of whether a container should 
be opened for further investigation still in the responsibility of 
the officers, the detection performance of the ATRs is not the 
only determinant of their benefit. Also the successful interaction 
between the officers and the ATRs is crucial for the joint perfor-
mance. This joint performance was investigated in a validation 
study, also considering the importance of training for detection 
performance.
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Topics in this issue:

This spring 2017 issue features two interesting new topics. In the section “Research Put Across”, we present a study 
on assisted target recognition algorithms and training for improving detection performance of customs officers. In 
the section “Security in Practice”, we examine whether knowledge on everyday objects is related to effectiveness 
and efficiency in X-ray image inspection performance.

We hope that you enjoy reading this issue, and we welcome any feedback you might have as well as topics you 
would like us to address in upcoming newsletters.

We wish you a nice spring season,
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therefore also aimed to investigate the in-
fluence of training. The validation study was 
designed with following goals: 

›› Replication of the previously found ef-
fects of computer-based training on de-
tection performance in cargo screening

›› Evaluate whether ATRs lead to an in-
crease in detection performance

›› Investigate whether the benefit of the 
ATRs is influenced by the computer-
based training

Method: Simulator

For the validation study, CASRA has devel-
oped a new platform for cargo X-ray image 
interpretation training and testing, called 
the Customs X-Ray Simulator (described in 
the CASRA Newsletter issue 13, July 2016). 

ATRs 

In the validation study, four assist func-
tions have been evaluated. ATRs 1-3 aimed 
at detecting specific potentially illicit goods 
within the freight: hidden cigarettes (ATR1), 
weapons (ATR2) and narcotics (ATR3). A 
fourth ATR detected anomalies in the con-
tainer structure (ATR4), and was therefore 
able to detect any sort of potentially illicit 

Automated Comparison of X-ray 
Images for Cargo Scanning (ACX-
IS) is a research project funded by 
the European Union under the 7th 
Framework Program (see www.acxis.
eu for further information). The ACXIS 
consortium (including CASRA) con-
ducts research and development for 
improving effectiveness and efficien-
cy of cargo screening. As part of this, 
ACXIS partners are developing As-
sisted Target Recognition (ATR) meth-
ods to automatically detect potential-
ly illicit goods1 by means of dedicated 
algorithms. For this purpose, first the 
Dutch Customs Organization (DTCA) 
and the Swiss Federal Customs Ad-
ministration (FCA) defined several 
illicit goods detection scenarios. The 
consortium then prioritized and se-
lected scenarios, resulting in four 
ATRs being developed with Smiths 
Detection in the lead. As an exam-
ple, methods for cigarette detection 
based on texture analysis have been 
developed and show excellent first 
results. While the overall project has 
been described in the CASRA News-
letter issue 12 (March 2016), the pres-
ent article is focusing on the valida-
tion study of the ACXIS project. 

How effective ATRs are, does not only 
depend on the performance of the au-
tomatic algorithms. It is also important, 
how the information provided by the 
ATRs is implemented into the screening 
process. The idea within ACXIS was that 
ATRs support visual inspection of cus-
toms officers by directing their attention 
on suspicious areas in the X-ray image 
and help decision making (red frame in 
Figure 1). In this implementation scenar-
io, the screening officer still makes the 
final call on whether the cargo needs 
further inspection. Therefore, whether 
and how much the detection perfor-

mance of the screener improves due 
to ATRs, depends on a variety of fac-
tors. Research on human–machine 
interaction in various professions re-
vealed that the benefit of automated 
support systems is influenced by 
the officers’ experience with the 
system ([1]), their expertise in the 
task ([2]), and the occurrence of hits 
and false alarms2 generated by the 
system (e.g. [1], [3]). Research has 
also shown that automated support 
systems do not always lead to better 
performance (e.g. [4]). A key compo-
nent of the ACXIS project was there-
fore to evaluate the designed imple-
mentation of the ATRs. Since the 
officers’ experience with the system 
and their expertise in the task can in-
fluence the benefit of an automated 
system, the successful use of the 
ATRs might depend on whether 
screeners are trained and had the 
chance to gain experience with the 
ATRs. Computer-based training has 
repeatedly been shown to increase 
detection performance in X-ray im-
age inspection of air passenger 
bags (e.g. [5], [6]) and one study also 
showed its benefit in cargo screen-
ing ([7]). The ACXIS validation study 

How useful are assisted target recognition algorithms 
and training for improving the detection performance of 
customs officers?
Text: Yanik Sterchi

Figure 1: Simulator interface for training and testing with ATRs.

  

1 While some goods are generally forbidden (e.g. cocaine), many goods require permits and are illicit if not properly declared on the waybill.
2 A hit is defined as a correct alarm by the system, e.g. if a potentially illicit good is hidden in the cargo and the system generates an alarm. 
If an alarm incorrectly indicates the presence of a potentially illicit good while no such good is hidden in the cargo, this is considered a 
false alarm.
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employees of the FCA completed the 
study. All participants conducted the 
Ishihara test in order to confirm their 
color perception ability, and their object 
recognition skills were assessed with 
the X-Ray ORT ([8]). Participants that 
passed the Ishihara test were divided 
into three groups with comparable ob-
ject recognition skills (with the excep-
tion of the control group of DTCA, which 
consisted of administrative personnel). 
As illustrated in Figure 3, the first group 
did not receive training or assistance 
by ATRs and served as control group. 
The second group (training group) was 
tested and trained without ATRs, while 
the third group was tested and trained 
with ATRs.Tests to measure detection 
performance in cargo screening took 
place once before training and then 
again at the end of the study. Each test 

consisted of two parts, part one with il-
licit goods only hidden within the freight 
and part two with half the illicit goods 
hidden in the container structure (while 
the other half remained hidden within 
the freight). In the ATR group (AG), part 
one used ATRs 1-3 and part two ATR4. 
Each part consisted of 96 images with 
illicit goods in one fourth of the images, 
resulting in eight targets for each of the 
three categories of illicit goods. For the 
defined hit and false alarm rate of the 
ATRs this meant that an alarm indicated 
an illicit good in 50% of the cases (and 
missing 25% of the illicit goods). Partici-
pants agreed to two training sessions of 
15 minutes per week over the course of 
four months. The training consisted of 
three difficulty levels where participants 
progressed to the next level after three 
to four hours of training.

Results and discussion

Since the tests consisted of images 
from DTCA only, which differed nota-
bly from the images familiar to officers 
from FCA (resulting in higher false alarm 
rates), results were analyzed for DTCA 
and FCA separately and should not be 
compared between the two customs 
organizations. 

Figure 4 summarizes the results of 
test part one (illicit goods within the 

goods, but only in the container struc-
ture and not within the freight (Figure 2). 
For a better control over the experimen-
tal conditions, the officers were trained 
and tested separately for the location-
specific ATR4 and the target-specific 
ATRs 1-3. The detection algorithms of 
the ATRs have been still under devel-
opment when the validation study was 
conducted, and the alarms of the ATRs 
were therefore set manually by screen-
ing experts. All four ATRs were de-
signed to detect 75% of their respective 
targets, while 25% of the X-ray images 
produced a false alarm. 

Content

To create the training and testing ma-
terial, the Dutch Customs Organiza-
tion (DTCA) provided images of cargo 
recorded with a HCV scanner (also ap-
propriate waybills were included but 
no top views of the X-ray scans). Empa 
and DTCA recorded cigarettes, weap-
ons, and mockup narcotics, which were 
merged into cargo images by CASRA, 
using a merging tool from CEA. Officers 
from DTCA and Swiss Federal Customs 
Administration (FCA) reviewed the im-
ages for quality (these officers were ex-
cluded from the study).

Participants & Design

46 employees of the DTCA and 21 

Figure 3: Experimental design of the study.

Figure 2: X-ray image of a container with hidden illicit goods.
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freight only). As can be seen, for the 
training group detection (hit rate) was 
higher in Test 2 compared to Test 1, 
while for the control group, detection 
remained constant. Statistical analyses 
confirmed that training significantly im-
proved detection for officers from both 
customs organizations. Further analyses 
revealed that this improvement did not 
differ significantly between the three 
categories of illicit goods and that the 
false alarm rate was not affected by 
training. Figure 4 also shows that detec-
tion was higher for the ATR group than 
the training group, meaning that ATRs 
for the detection of cigarettes, drugs, 
and guns could improve detection when 
looking at these categories combined. 
Analyses confirmed this improvement 
to be statistically significant and not to 
differ significantly between Test 1 and 
Test 2. This means that the benefit of 
the ATRs (more specifically: the differ-
ence between the training group and 
ATR group) was about the same before 
and after training. Further analyses re-
vealed that the false alarm rate was not 
influenced by ATRs but that the benefit 
of ATRs differed between the three cat-
egories of illicit goods, being larger for 
the detection of guns than for the de-
tection of cigarettes and narcotics. This 
might be explained by the size of the 

guns, which were relatively small and 
therefore easily missed if not highlight-
ed by the ATR.

 In test part two, where half of the il-
licit goods were hidden in the container 
structure (Figure 2) and the other half 
within the freight, training also had a 
positive effect on the hit rate without 
affecting the false alarm rate. But ATR4 
(detection of anomalies in the container 
structure) showed both, benefits and 
disadvantages: the participants who 
were assisted by ATR4 detected more 
illicit goods that were hidden in the con-
tainer structure, but missed more of the 
other illicit goods within the freight. A 
possible explanation for this might be 
that the ATR directed the officers’ atten-
tion more towards the container struc-
ture and away from the freight. 

Overall, the study replicated that train-
ing can be an important contribution to 
improve detection performance in cargo 
screening. The ATRs led to improved 
detection performance, but their benefit 
depended on the category of illicit goods, 
and ATR4 also showed some undesirable 
side effects. These results highlight the 
importance of research in human–ma-
chine interaction, before automated sup-
port systems are implemented in practice.

Joint Exploitation Event

Figure 4: Mean hit rate of test part one of control group (CG, no training, no assistance by 
ATRs), training group (TG, training but no assistance by ATR), and ATR group (AG, training 
and assistance by ATRs). Test 1 was before the training for TG and AG, Test 2 afterwards. 
Error bars indicate standard errors of the mean.  

On the 19th of May, 2017, the Joint 
Exploitation Event will take place in 
Paris. It provides the opportunity for 
technology providers of five Euro-
pean research projects, one of which 
is AXCIS, to present their exploitable 
project results to customs organiza-
tions in order to prepare the uptake 
of research results. For more infor-
mation on the event or registration, 
please contact info@casra.ch.

mailto:info%40casra.ch?subject=
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frame) as a threat-item or a harmless 
everyday object (Figure 3). Almost all 
screeners were able to correctly cate-
gorize the everyday objects (96%). 
When they were asked to name these 
objects, they got the answer right in 
82% of the cases, which is still very 
good. The question now is whether 
these results mean that everyday ob-
jects do not need to be trained? The 
answer is “No” since there were large 
differences between screeners; perfor-
mance varied from 54% to 96% correct 
naming.

In a second phase, the screeners ana-
lyzed images using a simulated X-ray 
baggage screening test (XBST). The 
XBST resembles the task at the check-
point as the screeners had to judge 
several X-ray images of passenger 
bags and decide whether it contained 
a prohibited item (NOT OK) or not (OK). 
When screeners wrongly judged a bag 
to contain a prohibited item, it counted 
as a false alarm1. The false alarm rate 
was calculated as the number of false 
alarms divided by the number of X-ray 
images of bags not containing a prohib-
ited item. Now, when putting the re-
sults in a relationship with the everyday 
objects task, a very interesting relation-
ship was found in that the screeners 
who achieved a high performance in 
the everyday object task were also the 
ones who generated the fewest false 
alarms in the simulated X-ray baggage 

The main task of an X-ray screener 
is to visually inspect X-ray images 
of passenger bags (Figure 1) and to 
decide whether a bag is harmless or 
whether it might contain a prohibited 
item and therefore needs further in-
spection through secondary search. 
In initial classroom sessions, comput-
er-based e-learning courses and on-
the-job training, X-ray screeners learn 
how to interpret X-ray images in or-
der to recognize everyday objects and 
prohibited items. In the last decade, 
several studies showed that compu-
ter-based training (CBT) is important 
to achieve good detection perfor-
mance in X-ray image interpretation 
(for more information see [1-8]).

While these studies provided converg-
ing evidence for the importance to learn 
which items are  prohibited and what 
they look like in X-ray images, the role 
of everyday object knowledge has not 
yet been addressed specifically. This is 
an interesting topic, especially from an 
operational point of view. An example: 
when looking at Figure 1, can you name 
all the everyday objects within this pas-
senger bag? Can you tell for certain if 
the object behind the glasses is either a 
pen or a small knife? Now, if you are not 
completely sure while working at the 
checkpoint, you would probably send 

Text: Nicole Hättenschwiler

the bag to secondary search, right? 
Therefore, it may be assumed that the 
knowledge on what everyday objects 
look like in X-ray images could result 
in fewer cases where an everyday ob-
ject is confused with a prohibited item 
(e.g. a pen can resemble a switchblade 
knife as shown in Figure 2). This would 
result in fewer false alarms, i.e. wrongly 
judging a bag to contain a prohibited 
item. False alarms have to be resolved 
through secondary search, which typi-
cally involves manual search and/or 
alarm resolution using explosive trace 
detection technology ([9]). Due to the 
additional time needed for secondary 
search, high false alarm rates can have 
a strong negative impact on throughput 
([9]) and they may also result in lower 
passenger satisfaction ([10]). Therefore, 
it is worth investigating the role of ev-
eryday object knowledge and training 
because it could be related to efficient 
X-ray screening.

Is everyday object 
knowledge related to lower 
false alarm rates in x-ray 
screening Tasks?

To address this question, 15 X-ray 
screeners were first tested using an 
X-ray object categorization and nam-
ing test (X-Ray OCNT). For the X-Ray 
OCNT, the screeners had to categorize 
and name three objects in each pas-
senger bag (previously marked by a red 

IS EVERYDAY OBJECT KNOWLEDGE RELATED TO X-RAY SCREENERS’ 
EFFECTIVENESS AND EFFICIENCY?

Figure 1: Screenshot showing an X-ray im-
age of a passenger bag.

1 If an alarm incorrectly indicates the presence of a potentially illicit good while no such good is hidden in the bag, this is considered a 
false alarm.

Figure 2: Screenshot showing X-ray im-
ages of a pen and a switchblade knife.

Figure 3: Screenshot showing an X-ray 
image of a passenger bag from the X-ray 
OCNT with framed objects.
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screening task2. Therefore, we assume 
there is a relationship between every-
day object knowledge and a low false 
alarm rate, which is one important com-
ponent for increasing efficiency.

is e-learning useful for in-
creasing everyday object 
knowledge?

So far, we have seen that X-ray 
screeners with good knowledge of ev-
eryday objects make fewer false alarms 
when visually inspecting X-ray images, 
which in turn should lead to less sec-
ondary searches. However, we have 
also seen that there is some variation 
in that some screeners already have 

quite a good knowledge of everyday 
objects compared to other screeners. 
Especially X-ray screeners with less ex-
perience on the job and therefore less 
knowledge of everyday objects might 
highly profit from an everyday object 
training. Hence, the aim of the second 
experiment was to test if novices (no 
work experience in X-ray screening) can 
recognize harmless everyday objects in 
X-ray images and whether this can be 
trained effectively and efficiently using 
e-learning. 

To this end, 30 novices were split into 
two equal groups (experimental and 
control group). Both groups were tested 
twice using an adapted version of the 

test conducted in Experiment 1, i.e. the 
X-ray object naming test (X-Ray ONT, 
without  prohibited items). The differ-
ence between the groups was that 
the experimental group conducted an 
e-learning course on everyday objects 
(the X-Ray Introduction, XRI, see info 
box) while the control group did not 
receive any training between the two 
ONT tests as shown in Figure 5.  

Results showed that in the first test, 
the groups were equally good at nam-
ing everyday objects (Control Group: 
53%, Experimental Group: 55% of cor-
rectly named everyday objects). This 
means that novices were able to recog-
nize half of the everyday objects in X-

Figure 4: Means for percentage of correct naming of everyday objects for the experimental 
and control group before (blue) and after (orange) the experimental group conducted the 
training.

The XRI is an e-learning course for beginners teaching the look of harmless everyday 
objects in cabin baggage and air cargo, which is provided by CASRA  (Figure 6). The XRI 
is recommended for people who have not worked with X-ray images before. In a short 
introduction, X-ray technology and the meaning of colors in X-ray images are explained. 
In the following nine sessions, 90 harmless everyday objects are introduced in three 
steps. First, harmless everyday objects are shown as X-ray images together with a pho-
tograph. As objects sometimes look very different in X-ray images compared to reality, 
this is an important step to learn what everyday objects look like in X-ray images. Sec-
ond, X-ray images of passenger bags containing these everyday objects are displayed 
one after the other, giving the trainees the opportunity to view the introduced objects 
within a realistic context. Then, trainees have to find each learned everyday object in X-
ray images of passenger bags by clicking on the object indicated in the instruction. Par-
ticipants can also monitor their learning progress in form of a self-evaluation exercise.

X-ray introduction (XRI)

Figure 6: Screenshots of the XRI: Input, 
demo, and self-evaluation.

Figure 5: Experimental design used in Ex-
periment 2.

2 There was a linear relationship between % correctly named harmless everyday objects and false alarm rate, i.e. the more everyday objects 
screeners could name correctly, the lower was their false alarm rate (r(13) = -.471, p=.038) for more information see ([11]).
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ray images before having received any 
training. While this result on the one 
hand is encouraging, it means on the 
other hand that many everyday objects 
cannot be recognized in X-ray images 
very well without training. Interestingly, 
the group that received training was 
able to increase the percentage of cor-
rect naming already by about 12% only 
after 2.5 hours of training as shown in 
Figure 4. 

Operational relevance

From an operational point of view, a 
low false alarm rate is desirable to in-
crease and maintain the efficiency of 
the security screening process. In this 
article, we shed light on the role of 
knowledge of harmless everyday ob-
jects in X-ray screening i.e. whether 
the knowledge of everyday objects can 
increase efficiency by decreasing false 
alarm rates, and whether it can effec-
tively be trained. Experiment 2 showed 
promising results on e-learning as an 
effective tool for building knowledge of 
harmless everyday objects in X-ray im-
ages. This is certainly important for ini-
tial training so that X-ray screeners can 
work efficiently as early as possible. 
Although on average certified screen-
ers reached high values in everyday 
object naming in Experiment 1, there 
was still substantial variation between 
them. Therefore, it could make sense 
to run additional studies to see whether 
everyday object recognition training 
should be implemented not only for 
initial but also for recurrent training. To 
sum up, increased knowledge of harm-
less everyday objects, in combination 
with sound visual knowledge of prohib-
ited items, could have positive effects 
on the effectiveness and the efficiency 
of airport security screening.
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http://www.casra.ch/uploads/tx_tvpublications/Michel_et_al2007.pdf
http://www.casra.ch/uploads/tx_tvpublications/SchHofWet2007.pdf
http://www.casra.ch/uploads/tx_tvpublications/HalSchBudWal2013.pdf
http://www.casra.ch/uploads/tx_tvpublications/YaSt_AdSc_ICCST2015.pdf
http://www.casra.ch/uploads/tx_tvpublications/ICCST2015_NH_02.pdf
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