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InteRdICtIng SmAll ARmS In poStAl ShIpmentS 
(ISApS)

Latin america and the caribbean have, in general terms, expe-
rienced a dramatic increase in armed violence in recent years, 
driven in large part by the illicit trafficking of firearms, its parts/
components, and ammunition. Public policies against illicit 
arms trafficking in Latin america and the caribbean have led to 
an increased use of X-ray technology for the screening of post-
al shipments. thus, states have called on the united nations 
Regional centre for Peace, Disarmament and Development in 
Latin america and the caribbean (unLiRec) to provide spe-
cialized interdiction tools and X-ray screening training to help 
combat illicit arms trade by developing a course for interdict-
ing small arms in Postal shipments (isaPs). the project’s main 
goal is to boost the capacity of Latin american and caribbean 
states to reduce the distribution of illicit arms and their parts/
components via postal shipments. crucial milestones of the 
project were the development of an arms, ammunition, Parts 
and components identification Guide in collaboration between 
unLiRec and casRa, and a pilot course and study in costa 
Rica.    

X-RAy ImAge quAlIty And the uSefulneSS of 
ImAge enhAnCement funCtIonS

the importance of X-ray image quality and image enhancement 
functions for the visual inspection of passenger bags has been 
investigated and discussed in different scientific studies, mainly 
for airport security screening. also for other domains, such as 
security screening at critical infrastructures, it is assumed that 
a good X-ray image quality and the availability of different image 
enhancement functions are important for screeners to achieve 
good performance in detecting prohibited items. therefore, 
smiths Detection asked casRa to investigate the usefulness 
of an optimized default image and of the further developed im-
age enhancement functions for the new X-ray machine hi-scan 
6040c in a scientific study. in addition, the question of how se-
curity officers (operators) perceive an optimized background con-
trast, which is available on that machine, was addressed. Finally, 
relevant aspects such as how operators normally proceed 
when analyzing X-ray images, which image enhancement 
functions are used and how often, were explored.
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casRa is a leading organization in applied research and applications for security screening. in this summer issue of 
our newsletter the two articles exemplify how applied research leads to important insights and solutions for our project 
partners and customers.

in the section “Research Put across”, we present a study conducted by casRa funded by smiths Detection which 
examines image enhancement functions in X-ray screening. 
in the “security in Practice” section, we introduce you to a project in which casRa collaborated with the united na-
tions for the development of an arms interdiction guide and course to help countering illicit arms trafficking of postal 
shipments in Latin america and the caribbean.

We hope you continue to enjoy reading our articles and we wish you a pleasant summer!

TopICS IN ThIS ISSUE:
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First, all operators solved version a of the 
X-Ray cat and filled out a first question-
naire on socio-demographic information. 
Based on the detection performance, age, 
gender, and job experience, six equivalent 
operator groups were created. subse-
quently, each of these groups conducted 
the X-Ray cat, version B; however, in each 
case with only one of the following ieFs: 
organic only, organic only plus, organic 
stripping, organic stripping plus, organic 
enhancement, and hi-Mat plus (see Figure 
2a and 3 for illustrations).

In order to prevent acts of unlaw-
ful interference and terrorist attacks, 
security screening at critical infra-
structures (e.g. prisons, nuclear pow-
er plants, electrical power systems, 
water supply systems, etc.) is impor-
tant. therefore, personal belongings 
of employees, inmates, mechanics, 
customers, visitors, and others are 
visually inspected by security officers 
(operators) using X-ray machines. 
State of the art X-ray screening sys-
tems provide images in high quality 
and with a variety of so-called image 
enhancement functions (Iefs, see 
figure 1). 

the usefulness of ieFs for airport se-
curity X-ray screening was investigated 
in different scientific studies in the last 
years (e.g. [1-3]). Manufacturers of X-
ray machines have also recognized the 
importance of the X-ray image quality 
and the need of supportive ieFs for op-
erators. that is why smiths Detection 
asked casRa to investigate the useful-
ness of the recently further optimized 
default image as well as several ieFs 
for the X-ray machine hi-scan 6040c 
(see Figure 2a and 2b) which is mainly 
intended to be used for security screen-
ing at critical infrastructures. addition-
ally, a newly optimized background 
contrast tool, which is available on that 
X-ray machine, was evaluated within 
this study. Finally, relevant aspects like 

how operators normally proceed 
when analyzing X-ray images, which 
ieFs are used and how often, were 
explored.

methodS: pARtICIpAntS, mA-
teRIAlS And pRoCeduRe

the study design is shown in Fig-
ure 3. in total, 96 operators (81 
males, 15 females) working at criti-
cal infrastructures from 15 different 
companies were tested. two ver-
sions of equal difficulty (a and B) of 
the X-Ray competency assessment 
test (X-Ray cat) were used. each 
version of the X-Ray cat contains 
256 images in total. 128 X-ray im-
ages contain a prohibited item from 
one of the four different categories 
guns, knives, IEDs, and others; the 
other 128 bags contain only harm-
less items. For more information on 
the main principles and psychomet-
ric properties of the X-Ray cat, see 
[4].

X-RaY ImagE qUalITY aNd ThE USEfUlNESS of ImagE ENhaNCE-
mENT fUNCTIoNS
text: stefan Michel

 Figure 1: Image enhancement functions (IEFs) tested in earlier studies that were used for the questionnaire in this study

Figure 2a: Image enhancement functions (IEFs) available on HI-SCAN 6040C and used in this 
study to investigate the impact on detection performance

Figure 2b: HI-SCAN 6040C from Smiths De-
tection
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Group 1: X-Ray CAT (Version B) 
Organic Only

Group 2: X-Ray CAT (Version B) 
Organic Only Plus

Group 3: X-Ray CAT (Version B) 
Organic Stripping

Group 4: X-Ray CAT (Version B) 
Organic Stripping Plus

Group 5: X-Ray CAT (Version B) 
Organic Enhancement

Group 6: X-Ray CAT (Version B) 
HI-MAT Plus

X-Ray CAT (Version A)

Survey on age, gender, 
experience

Test date 1 Test date 2

Survey on 
evaluation 
of new IEFs 

and 
background 

color

operators normally proceed when ana-
lyzing X-ray images. Most operators re-
ported that they always look first at the 
original image and then consider which 
ieF might be helpful for further analysis. 
almost one third of the operators indi-
cated to choose an ieF for analyzing a 
specific area within the X-ray image af-
ter having analyzed the whole image in 
the original (default) format. More than 

10% of the operators reported that they 
do not use any ieF for analyzing X-ray 
images. 

whICh Iefs ARe uSed And how 
often?

in Figure 5, it can be seen which ieFs 
are used by the operators how fre-
quently. 68% of the operators reported 
that the original image is the one they 
mostly use for inspecting bags or other 
belongings, followed by the ieFs metal 
only and black and white.

whICh Iefs do opeRAtoRS mISS 
when AnAlyZIng X-RAy ImAgeS?

table 1 shows which image enhance-
ment or other functions operators miss 
for the X-ray image interpretation. Most 
operators reported that they are satis-
fied with the available ieFs. however, 
some indicated that they would benefit 
from the possibility to analyze bags and 
other belongings using multi-view or 3D 
rotatable X-ray imaging. 

 organic only plus, organic stripping 
plus, and organic enhancement are op-
timized ieFs whereas hi-Mat plus is a 
further developed version of the original 
image provided by the X-ray machine as a 
default. Furthermore, a second question-
naire was filled out online by all operators 
right after version B of the X-Ray cat was 
completed. With this questionnaire, we 
wanted to get a deeper understanding of 
the above mentioned aspects (e.g.  how 
operators normally proceed when analyz-
ing X-ray images etc.). additionally, opera-
tors had to choose the background color 
that they thought optimized the X-ray im-
age analysis the most. Furthermore, op-
erators had to rate the background colors 
regarding their impact on different factors 
(concentration, fatigue, etc.). 

ReSultS

Detection performance of the X-Ray cat 
(version B) as well as the results from the 
second questionnaire were analyzed and 
are reported in the following sections.

how do opeRAtoRS noRmAlly 
pRoCeed when AnAlyZIng X-RAy 
ImAgeS?

 Figure 4 shows the results on how 

 Figure 3: Study design to investigate the research goals

Figure 4: Frequency of answers from operators on how they normally proceed when analyz-
ing images
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whAt ChARACteRIZeS A good X-
RAy ImAge?

operators reported that a good X-ray 
image is characterized by high resolu-
tion differences in terms of color, ac-
centuation of different materials, and 
low superposition of the items within 
the X-ray image (see table 2 for more 
information).

how do opeRAtoRS eVAluAte 
dIffeRent BACKgRound Con-
tRAStS In An X-RAy mAChIne?

operators rated the background color 
of different X-ray images on how it is 
supporting the X-ray image interpreta-
tion (see Figure 6). together, a light-gray 
and dark-gray background was rated as 
more supporting for analyzing X-ray im-
ages (54%) compared to a white back-
ground (46%). additionally, operators 
reported that a gray background color 
is less tiring and promotes concentra-
tion and attention in comparison with a 
white background (see Figure 7).

deteCtIon peRfoRmAnCe foR 
gunS uSIng oRgAnIC only VS. 
oRgAnIC only pluS

 the X-Ray competency assessment 
test (X-Ray cat) Version B (see study 
design in Figure 3) was analyzed to in-
vestigate the benefit of the recently op-
timized ieFs. as can be seen in Figure 8, 
a significant increase of detection per-
formance for the category of guns was 
found when the further developed ieF 
organic only plus was used compared to 
the ieF organic only.

dISCuSSIon

Most operators reported that they first 
analyze the default X-ray image (original) 
and then decide if and which ieF(s) to 
choose for further inspections of the 
whole image or for specific areas with-

CaTEgoRIES
fRE-

qUENCY

Nothing is missing 50

Multi-view or 3D rotatable X-ray imaging 13

Higher resolution, more possibilities to zoom 4

Accentuation of wires & cables 2

CaTEgoRIES
fRE-

qUENCY

Resolution 47

Differences (color/accentuation of materials) 15

Low superposition 12

Contrast 6

Multiple-views 6

Different image enhancement functions 2

Table 2: Answers from operators on what 
characterizes a good X-ray image. Catego-
ries are only reported when more than one 
person stated them

Table 1: Missing image enhancement fun-
citons (IEFs) from operators’ point of view.  
Categories are only reported when more 
than one person stated them

 Figure 5: The most often, second, and third most often used image enhancement functions 
(IEFs) reported by operators. The operators knew the IEFs already from the X-ray machine 
they are working with (e.g. HI-SCAN 6046si): OO = Organic Only, OS = Organic Stripping, 
SEN = Super Enhancement, Low Lum = Luminance Low, High Lum = Luminance High, 
NEG = Negative Image, MO = Metal only

 Figure 6: Ratings on suitability regarding different background colors
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ing. this underlies the efforts, which are 
currently taken, in order to implement 
3D ct machines in aviation security and 
other domains. 

When analyzing the detection perfor-
mance (a’) for the different tested ieFs, 
the optimized ieF organic only plus led 
to a significant increase of detection 
performance for guns. one of the bene-
fits of this function is that metallic parts 
within the X-ray image are better visible 
whereas the previous ieF organic only 

in the image. Furthermore, operators 
stated that a good X-ray image is char-
acterized by high resolution, low super-
position, good distinction of colors, and 
good accentuation of different materials, 
as well as a high contrast. these results 
support the findings from [1] where the 
nature of the bag as well as the quality 
of X-ray images were factors with rel-
evance for airport security X-ray screen-
ers’ visual inspection performance. For 
X-ray machine manufacturers, focusing 
on further enhancing of the default im-
age (e.g. resolution, contrast, colors,  
etc.) could therefore pay off.

nevertheless, operators should be 
trained in order to learn which ieFs to 
use on what occasion since more than 
10% reported that they do not use 
any ieF for analyzing the X-ray images. 
some stated that they use as many ieFs 
as possible to see which one is the most 
helpful. Maybe they just do not know 
the respective advantages of each ieF. 

Most operators are satisfied with the 
ieFs they have on their X-ray machine. 
however, some operators wish for 
multi-view or 3D rotatable X-ray imag-

mostly obscured metallic parts with a 
gray area. therefore, working on the op-
timization of ieFs and testing the useful-
ness of ieFs by measuring the detection 
performance is recommended as there 
is still need for improvement for ieFs 
provided by X-ray machines. 

Based on subjective ratings, a gray 
background color supports operators 
better than a white one when analyzing 
X-ray images. operators reported that 
a gray background color promotes con-
centration and attention, and is less tir-
ing. Giving the possibility to change the 
background color of the X-ray images is 
therefore recommended. however, ad-
ditional research on the influence on de-
tection performance when using a dark 
background color is needed to better 
substantiate potential benefits.

Figure 8: Mean and standard deviation of the detection performance (A’) for organic only and 
organic only plus for the category of guns. Detection performance values are not reported 
due to security reasons

Figure 7: Average ratings and standard deviations of the gray background color regarding 
different aspects on a 10-point scale
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the universal Postal union (uPu), and 
the Federal Republic of Germany to help 
address the following unLiRec aims:

 › Boost the capacity of Latin american 
states to reduce the distribution of il-
licit arms and their parts/components 
via postal shipments.

 › establish the highest possible quality 
of standards and control processes 
for detecting and handling illicit goods 
at the points of entry, exit, and transit.

 › strengthen the self-sustaining capaci-
ties of national authorities to reduce 
weapons distribution via postal ship-
ments.

 › implement international instruments 
and standards relevant to prevent-
ing and combating illicit trafficking of 
small arms and their parts/compo-
nents. 

 › increase the state awareness of the 
importance of the selection of per-
sonnel and specialized training and 
testing processes for improved de-
tection and optimal X-ray screening 
performance.  

   Within the project, unLiRec and 

due to the increasing number of 
goods transported across borders, 
the use of technologies such as X-ray 
screening have gained an ever-greater 
importance in the prevention of illicit 
traffic of arms. Under the Programme 
of Action to prevent, Combat, and er-
radicate the Illicit trade in Small Arms 
and light weapons in all its Aspects 
(poA), states agreed upon prioritizing 
actions that will lead to reduced crime 
and ensure public security. Interdict-
ing Small Arms in postal Shipments 
(ISApS) is a capacity building project 
of the united nations Regional Cen-
tre for peace, disarmament and de-
velopment in latin America and the 
Caribbean (unlIReC) conducted in 
collaboration between unlIReC and 
CASRA. the main aim is to boost the 
capacity of latin American and Carib-
bean states to combat the distribution 
of illicit arms via postal shipments. 
Crucial milestones of the project were 
the development of an Arms, Ammu-
nition, parts and Components Identi-
fication Guide and a pilot course and 
study in Costa Rica.    

  illegal arms traffic is a serious issue in 
Latin america and the caribbean. Liv-
ing there as a young man between the 
ages of 15 to 29 poses a great risk: the 
likelihood of being killed by small arms is 
four times greater than the world’s aver-

text: slavtcho Groshev

age [1]. More than 100’000 homicides 
are reported per year in the region, 
two thirds of them being small arms 
crimes, making it the highest rate in 
central america (70%), followed by 
the caribbean (61%), and south amer-
ica (60%) [2]. While the rate of homi-
cide and degree of victimization differ 
among countries1, the region has the 
largest number of victims killed with 
small arms - seven times higher than 
in europe or asia [1]. 

according to the World customs orga-
nization illicit trade Report [3], 4’045 in-
terdiction operations resulted in more 
than 5 million weapons, weapon parts/
components, and rounds of ammuni-
tion being seized worldwide in 2014. 
Postal shipments were cited as one of 
the top three preferred concealment 
methods preferred by arms traffick-
ers, 69% of which were detected at 
the point of import while 50% of these 
reported interdictions took place at 
central postal hubs, dispatch offices, 
and airports. Governments and citizens 
both expect the respective authorities 
to impede the import of goods that en-
danger public safety and to prevent im-
port tax evasion. in order to effectively 
combat illegal shipments of small arms 
and their parts/components, states 
have called on the united nations Re-
gional centre for Peace, Disarmament 
and Development in Latin america and 
the caribbean (unLiRec) to provide 
specialized interdiction tools and X-ray 
screening training for the relevant or-
ganizations. 

a capacity building project called inter-
dicting small arms in Postal shipments 
(isaPs) was developed in collaboration 
between unLiRec and casRa with-
the support of the Postal union of the 
americas, spain and Portugal (PuasP), 

INTERdICTINg Small aRmS IN poSTal ShIpmENTS (ISapS)

Figure 2: General information and view-
point sheets from the Identification Guide

Figure 1: Identification Guide cover

1  countries such as Mexico, Peru, and argentina show a higher level of victimization than number of homicides while an opposite effect occurs in 
honduras, el salvador, and Venezuela where the number of homicides is superior to the level of victimization in the population. 
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casRa collaborated to develop an 
Arms, Ammunition, Parts and Compo-
nents Identification Guide (called iden-
tification Guide hereafter) and an isaPs 
course with online learning as well as 
theoretical presentations and hands-on 
X-ray screening training with practical 
exercises on assembling/disassembling 
weapons to help become familiar with 
shapes and materials of the main parts 
and components (blended learning) as 
effective, efficient, and practical training 
tools for states in Latin america and the 
caribbean. the course was piloted in 
costa Rica and an accompanying study 
was conducted to evaluate the effec-
tiveness of online learning and blended 
learning for illicit item detection.

the ARmS, AmmunItIon, pARtS 
And ComponentS IdentIfICA-
tIon guIde

   X-ray screening is a highly demanding 
task. it requires specific knowledge of 
what prohibited items look like as well 
as visual abilities to deal with image-
based factors (container complexity, 
item superposition, and viewpoint) [4, 
5]. While knowledge can be obtained 
on the job, targeted selection and train-
ing is essential [6, 8-13]. casRa pro-
vided unLiRec with expertise on X-ray 
image interpretation and content that 
became a central part of the identifica-
tion Guide (see Figure 1). the guide is 

divided into four main parts: the intro-
duction briefly covers the objectives 
and context of the guide. the second 
part contains, amongst others, general 
information about how X-ray machines 
work, what an X-ray image looks like, 
and how material and density affect 
the colors of materials in an X-ray im-
age. the third part contains informa-
tion sheets on threat items from the 
categories pistols, revolvers, shotguns, 
rifles, submachine guns, rocket launch-
ers, and ammunition. in each category, 
there is general information about the 
threat item, both photographs and X-
ray images of multiple viewpoints, and 
information about materials and parts/
components (see Figure 2). Finally, 
the fourth part of the guide addresses 
methods of concealment.

CouRSe foR InteRdICtIng SmAll 
ARmS In poStAl ShIpmentS 
(ISApS)

  the pilot of the isaPs course was 
conducted with 40 officials with con-
trol responsibilities from costa Rica’s 
Post office, the Directorate of intelli-
gence and security, Judicial investiga-
tion agency, air surveillance service, 
national customs service, Ministry of 
Public security and Fiscal control Po-
lice. the participants first took an X-Ray 
object Recognition test (X-Ray oRt) 
[6] to establish a baseline of object 
recognition capabilities (see Figure 3). 
X-Ray competency assessment tests 
(X-Ray cats) in X-ray screening were 
then used to measure the initial level 
and subsequent progress in X-ray im-
age interpretation competency (see Fig-
ure 3). course participants were trained 
online with X-Ray tutor 3 (XRt3) on the 
hosted solution provided by casRa 
(see Figure 4). they also received three 

Figure 3: X-Ray Object Recognition Test (X-Ray ORT) and X-Ray Competency Assessment 
Test (X-Ray CAT)

Figure 4: X-Ray Tutor 3 (XRT3)

Figure 5: Theoretical presentations and practical training in the ISAPS course
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CAll foR ACtIon

if your organization is interested in im-
plementing the isaPs course, please 
contact unLiRec at martinez@unlirec.
org.

For an in-depth description of the proj-
ect, please contact casRa at info@
casra.ch or unLiRec at martinez@un-
lirec.org

full days of theoretical presentations 
and practical X-ray screening training 
on the identification of arms and their 
parts/components by unLiRec (see 
Figure 5). the practical training also 
involved the simulation of interdictions 
of packages using varying methods of 
concealment - depending on the type of 
object - with a specific focus on parts/
components. 

effeCtIVely InCReASIng deteC-
tIon peRfoRmAnCe In X-RAy Im-
Age InteRpRetAtIon foR poStAl 
ShIpment SCReenIng

 in the last decade, several studies 
have shown that computer-based train-
ing (cBt) is important to achieve good 
detection performance in X-ray image 
interpretation (for more information see 
[8-13]). the test results in the isaPs 
study confirmed these previous findings 
by showing statistically significant im-
provements in detection performance 
as measured by a’ [7] of more than 0.10 
on average owing to online learning 
and blended learning. the study results 
showed that on average, parts/compo-
nents of weapons were more difficult 
to recognize than assembled weapons, 
highlighting the importance of dedi-
cated training. the identification Guide 
and the isaPs course stand to benefit 
all of Latin america and the caribbean 
by providing a set of effective, efficient 
and practical training tools for person-
nel tasked with interdicting postal ship-
ments of illicit small arms, their parts/
components, and ammunition. Further-
more, the pilot course and study pro-
vide encouragement to further refine 
the training toolset in future projects. 

mailto:martinez%40unlirec.org?subject=
mailto:martinez%40unlirec.org?subject=
mailto:martinez%40unlirec.org?subject=
mailto:info%40casra.ch?subject=
mailto:info%40casra.ch?subject=
mailto:martinez%40unlirec.org?subject=
mailto:martinez%40unlirec.org?subject=
mailto:martinez%40unlirec.org?subject=
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