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the CuStomS X-RAy SImulAtoR – A new teStIng 
And tRAInIng plAtfoRm foR CuStomS offICeRS

casRa has developed a new platform for cargo X-ray image 
interpretation training and testing, called the customs X-Ray 
simulator. this system was specifically designed for cargo X-
ray screening officers by casRa in close collaboration with 
customs organizations and other partners in the eu 7th Frame-
work project aXcis. in our article, we describe challenges 
when interpreting cargo X-ray images and show how the cus-
toms X-Ray simulator works. 

deteRmInAntS of AIRpoRt SeCuRIty X-RAy 
SCReeneRS’ deteCtIon peRfoRmAnCe 

in this article, determinants of airport security X-ray screener’s 
detection performance are discussed from a scientific and 
practical point taking into account research we have conduct-
ed in the last 15 years. scientifically validated selection tests, 
effective and efficient computer-based training, high quality 
certification tests, threat image projection and practical tests 
are important enablers for good detection performance results 
when implemented properly. 
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TopICS IN ThIS ISSUE:

imagine looking at an artwork by Leonardo Da Vinci. While gazing at his elaborate drawing you are given the task to 
determine which of his lines were drawn left-handed. this is a difficult task requiring full attention, well-trained visual 
abilities, and comprehensive knowledge of his sketching techniques. you are able to single out the „left” shading only 
by the hatch marks going downwards from left to right. What a mission! 

customs officers face similar challenges when examining cargo goods using X-ray screening. illicit items are often 
small in comparison with the container. Detecting irregularities in the X-ray image and differences to what is described 
in the waybill are important for effective and efficient cargo screening. in order to increase custom officers’ competen-
cies, casRa has developed a new training and testing platform, called the customs X-Ray simulator. you can find out 
more on the development of this tool as well as the tailored image libraries for customs organizations in our section 
“security in Practice”. 

X-ray screening of passenger bags is an essential component of airport security measures. how well prohibited items 
are detected relies heavily on airport security X-ray screeners. if you would like to know how their detection perfor-
mance can be improved, you may find the article in our “Research put across” section particularly informative.  

now we hope you enjoy reading our articles and we wish you pleasant summer months.
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people regarding visual-cognitive abili-
ties that are needed to cope with such 
image-based factors (e.g. [2]). using 
reliable, valid and standardized selec-
tion tests is essential to ensure that 
only people are employed as screeners 
who have the visual-cognitive abilities 
and aptitudes needed in X-ray screen-
ing [3, 4]. supervision and quality con-
trol on this matter varies substantially 
across different european countries. in 
some of them, a scientifically validated 
object recognition test is mandatory 
in addition to other requirements for 
pre-employment assessment. in many 
other countries, this is not the case 
and requirements for employment as 
a screener are much lower, which pro-
vides a first explanation for the variation 
in detection performance across euro-
pean airports.

ComputeR-bASed tRAInIng IS 
eSSentIAl but not AlwAyS ef-
feCtIve

in order to learn which items are pro-
hibited, what they look like in X-ray im-
ages, and to keep up to date with new 

X-ray screening of passenger bags 
is an essential component of airport 
security measures. how well prohib-
ited items are detected relies heavily 
on airport security X-ray screeners. 
In this article, determinants of air-
port security screener’s detection 
performance are discussed from a 
scientific and practical point of view 
taking into account research that we 
have conducted in the last 15 years. 

Figure 1 shows a slightly adapted 
version of a model published ten years 
ago [1]. On the left, determinants of de-
tection performance are depicted: Se-
lection tests, computer-based training 
(CBT), threat image projection (TIP) and 
practical tests. Supervision and qual-
ity control are important to ensure that 
these processes and tools are imple-
mented in a way that enables screeners 
to achieve and maintain good detection 
performance results. In the following, 
the different components of the model 
are discussed.

text: adrian schwaninger

SeleCtIon teStS ARe ImpoRtAnt 
but often undeReStImAted

X-ray screening is a demanding task in 
which prohibited items have to be de-
tected even if they are depicted from 
an unusual viewpoint, superimposed by 
other objects or placed in cluttered bags 
(Figure 2). Research has shown that 
there are large differences between 

DETERmINaNTS of aIRpoRT SECURITY x-RaY SCREENERS’ DETECTIoN 
pERfoRmaNCE

Figure 1: Different processes and tools are enablers that influence detection performance 
results of airport security X-ray screeners.
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and emerging threats, computer-based 
training (cBt) can be a very effective 
and efficient tool [5, 6, 7]. however, not 
every cBt is effective. For example, in 
a study conducted by Koller, hardmeier, 
Michel, and schwaninger [8], training 
with an individually adaptive cBt con-
taining a large library of prohibited items 
(X-Ray tutor, XRt) was compared to 
two other cBt systems that were not 
adaptive and had smaller image librar-
ies. Detection performance was mea-
sured with an X-ray competency as-
sessment test [9] before and after three 
and six months of training (about 20 
minutes per week). While large increas-
es in detection performance were ob-
served for the XRt training group, there 
were only small training effects for the 
other two cBt systems. Figure 3 illus-
trates the results broken up by prohib-
ited items category for the comparison 
between XRt and one other cBt in the 
first study.

according to eu regulation, for class-

room and/or cBt, at least 6 hours ev-
ery 6 months are mandatory for X-ray 
screeners. While most, if not all, air-
ports in europe are compliant with this 
requirement, there are large differences 
regarding its implementation. effective-
ness and efficiency of cBt systems 
used are only one aspect. Regarding 
supervision and quality control, it is also 
important to ensure that the cBt librar-
ies are periodically updated based on 
systematic threat assessment to keep 
training interesting and up-to-date. set-
ting goals on training achievement and 
analyzing training data is also relevant 
for ensuring cBt effectiveness. at 
some airports the cBt has not been 
updated for several years with the 
consequence that screeners became 
bored. some screeners  simply clicked 
through images during training in order 
to achieve a certain amount of the re-
quired training hours knowing that no 
one would verify whether they reached 
higher training levels.

 

CeRtIfICAtIon teSt muSt be Re-
lIAble, vAlId And StAndARdIzed

certification using X-ray competency 
assessment tests is essential to en-
sure that screeners have acquired and 
maintained the required detection per-
formance. european Regulation man-
dates recurrent certification at least 
every three years; while we still would 
recommend an annual or at least a 
bi-annual mode. this also provides a 
strong incentive for screeners to take 
cBt seriously. Regarding supervision 
and quality control, it is important to 
mention that the tests should be reli-
able, valid and standardized. how this 
can be achieved by following principles 
and requirements for assessing X-ray 
image interpretation competency has 
been defined in a white paper involving 
scientific, operational and regulatory 
experts [10]. this white paper has been 
adopted by the european civil aviation 
conference (ecac) and the internation-
al civil aviation organisation (icao). 
While in some european countries the 
responsible appropriate authorities, 
airports and service providers know 
these principles and requirements and 
ensure their implementation, there are 
other countries where this is not the 
case. it is clear that harmonization re-
garding this matter is crucial to achieve 
comparable competencies of screeners 
across european airports.

thReAt ImAge pRojeCtIon IS 
ImpoRtAnt foR AttentIon And 
motIvAtIon

 as pointed out in an article published 
seven years ago [11], scientifically 
proven selection tests, effective cBt 
and high quality certification tests are 
important prerequisites for good opera-
tional X-ray detection performance but 
they cannot guarantee it. the reason is 
simple: you could have screeners with 
great visual-cognitive abilities that have 

Figure 2: Illustration of image-based  factors;  effect  of  viewpoint, effect of superposition 
and effect of bag complexity (clutter).
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trained with an effective cBt  and have 
passed certification, but they still fail 
a covert test because they were not 
attentive and/or motivated when the 
covert test was conducted. threat im-
age projection (tiP) can be a great tool 
for increasing attention and motivation 
[1, 12]. Visual attention research has 
shown that rare targets are frequently 
missed [13, 14]. With tiP, this prob-
lem can be reduced. Moreover, X-ray 
screening becomes much more inter-
esting and motivating because with tiP, 
screeners are exposed to the prohibited 
items they have to look for at work and 
because they receive immediate feed-
back on their performance.

 supervision and quality control is also 
very important for tiP. if a small image 
library is used without regular updates, 
screeners can become eagle eyed at 
spotting tiP images resulting in high 

tiP scores that have little to do with co-
vert test results [12]. Moreover, some 
(older) tiP software has projection 
algorithms that result in tiP artifacts 
which can make the projected fictional 
threat items (Fti) almost pop out of  
X-ray images (e.g. unnatural color 
blending and placement, no distortion 
and size correction of Fti). in order to 
fully benefit from tiP, a large image 
library with periodical updates should 
be used together with realistic projec-
tion of Fti. ensuring that the recently 
updated eu Regulation on tiP is imple-
mented properly is a prerequisite for 
tiP effectiveness.

pRACtICAl teStS (CoveRt And 
oveRt) ARe needed foR SuC-
CeedIng InSpeCtIonS

as mentioned earlier [1, 11, 12], hu-
mans often fail to react correctly if 

something happens that they do not 
expect. how often covert tests are con-
ducted has a large impact on covert test 
results [15]. conducting covert tests on 
a regular basis, ideally in combination 
with overt tests (where screeners have 
to describe the content of X-ray images) 
as training and quality control procedure 
is essential for achieving good results in 
airport inspections. this is of particular 
importance when tiP is used to avoid 
overreliance on tiP feedback messag-
es, which can result in missing a covert 
test [11].

at some airports covert and overt 
tests are conducted every week and 
screeners know that the probability of 
getting tested within a year is high. at 
other airports, covert and overt tests 
were conducted so rarely, that screen-
ers not only failed in airport inspections 
because they simply did not expect 
covert tests, but they also failed overt 
tests for reasons of stress caused by a 
situation they were not used to.

whAt AddItIonAl toolS do we 
hAve At dISpoSAl to ImpRove 
AIRpoRt SeCuRIty?

Research conducted since 9/11 shows 
how X-ray screeners’ detection perfor-
mance can be improved. the challenge 
lies in implementing the different pro-
cesses and tools in a way that enables 
X-ray screeners to achieve good de-
tection performance results. other as-
pects have not been covered in this arti-
cle. For instance, behavior analysis can 
help detecting malicious intent indepen-
dent of the prohibited item carried and 
this can be combined with checkpoint 
screening. Risk-based approaches and 
unpredictability have large potential not 
only regarding detection and deterrence 
but also for increasing efficiency. X-ray 
machines with explosive detection for 
cabin baggage screening are extremely 
useful when taking into account that 

Figure 3: Detection performance measured with a computer-based test (X-Ray Competency 
Assessment Test, X-Ray CAT, see [9]) of the XRT training group (97 screeners) and the con-
trol group (112 screeners) broken up by prohibited item category and test measurement. 
Thin bars are standard deviations.
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the human eye has difficulties in distin-
guishing certain explosives from benign 
organic material when conventional X-
ray imaging is used. creating smarter 
security checkpoints is great, but as 
long as they entail X-ray screeners, 
personal selection, effective training, 
performance measurement, feedback 
and motivating work design will remain 
of crucial importance to achieve good 
human-machine system performance. 

this article was written for the august 
2016 issue of Aviation Security Interna-
tional www.asi-mag.com
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anywhere from just a few seconds up 
to  minutes. on that account, how do 
customs officers cope when faced with 
such challenging tasks? What influenc-
es their X-ray screening performance?  

two key deteCtIon peRfoR-
mAnCe fACtoRS

Knowledge-based and image-based 
factors have a large impact on human 
detection performance [2]. Knowledge-
based factors in cargo X-ray screening 
refer to knowing which items are prohib-
ited, what prohibited and benign items 
look like, and whether they match the 
load description on the waybill. Knowl-
edge-based factors are of special impor-
tance for recognizing objects that are 
rarely seen in everyday life and that look 
quite different in an X-ray image than in 
reality (e.g. contraband goods and im-
provised explosive devises, so called 
ieDs). image-based factors refer to vi-
sual characteristics of X-ray images that 
an officers needs to take into account. 
objects are more difficult to recognise 
if depicted from an unusual viewpoint, 
when superimposed by other objects or 
if the load is heterogeneous and com-
plex.

 the ImpoRtAnCe of Cbt foR CAR-

global freight transport for rail and 
road is projected to grow 2.5% be-
tween 2000 and 2030 [1]. this increase 
in cargo calls for an effective and ef-
ficient screening process by the cus-
toms authorities. the sheer amount of 
freight, the various types of containers 
and transport vehicles, as well as the 
composition of the goods themselves, 
challenge cargo X-ray screening of-
ficers.  For this reason, CASRA has 
developed a new platform for cargo 
X-ray image interpretation training 
and testing, called the Customs X-Ray 
Simulator. This simulator was specifi-
cally designed for cargo X-ray screen-
ing officers in close collaboration with 
customs organizations and other part-
ners in the eu 7th framework project 
ACXIS.  

in the paragraphs ahead we will explore 
important aspects of the daily work rou-
tines of cargo X-ray screeners, identify 
the challenges in these processes and 
explain how training with the customs 
X-Ray simulator can improve the X-ray 
screening competency of customs offi-
cers. Besides the practical implications, 
we will also provide an inside look into 
the scientific research behind computer-
based training and the development of 
the customs X-Ray simulator. 

ChAllengeS In X-RAy SCReenIng 
of CARgo At CuStomS

Most land borders and ports nowadays 
use X-ray screening for unit load devices 
(uLDs)1 to detect smuggled items and 
security threats. this technology is par-
ticularly useful as it provides an X-ray im-
age of the shipped content which can be 
visually inspected without the need for 
physical interference. the truck is sent 
through an X-ray scanner, after which 
the scan image is analysed by the opera-

tor (in this case a customs officer). if a 
further analysis is needed, the shipment 
is put aside for manual inspection. tak-
ing the decision whether the freight is 
clear or not is a difficult task since the in-
spected uLD can be rather large in scale 
while the illicit items can be comparably 
small (e.g. pills, bricks of cocaine, pre-
cursors to drugs, see Figure 1 and 2 for 
an example). adding to the matter of 
differences in scale, there are additional 
elements that need to be taken into 
consideration: the variety in texture and 
composition of the goods themselves, 
the packaging of the products, the types 
of vehicles used to transport the freight. 
Detecting small irregularities in the X-ray 
image is often the key for identifying il-
licit goods transported in a uLD.

another key aspect in the screening 
process is identifying whether the load 
matches the information on the way-
bill. the types of goods as well as the 
amount of goods listed on the waybill 
must be compared to the actual ship-
ment contained in the X-ray image. this 
is not only relevant in order to detect 
prohibited items but also because in-
consistencies between declared and 
transported goods may have an impact 
on the taxation. 

For all these reasons, visual inspec-
tion of cargo X-ray images may take 

ThE CUSTomS x-RaY SImUlaToR – a NEw TESTINg aND TRaININg 
plaTfoRm foR CUSTomS offICERS
text: claudia Lüchinger and Daniela Kirin

1 a uLD is a pallet or container used to load freight on to a transport vehicle. it allows a large quantity of cargo to be bundled into a single unit.
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sults are consistent with earlier studies 
at airports and they show that cBt can 
be a powerful tool for increasing effec-
tiveness and efficiency of cargo X-ray 
screeners. 

the eu funded AXCIS pRojeCt

acXis (automated comparison of X-
ray images for cargo scanning) is a re-
search project funded by the european 
union under the 7th Framework Program 
(see www.acxis.eu for details). the 
acXis consortium (including casRa) 
conducts research and development for 
improving effectiveness and efficiency 
of cargo screening. the project has 
been described in the casRa newslet-
ter no. 12 (March 2016). one of the key 
components of the project is training 
and validation. the insights gained from 
the aXcis project so far have been very 

valuable in developing a new training 
system for customs officers. What does 
the system look like and who might ben-
efit from it?

the CuStomS X-RAy SImulAtoR

casRa has developed a training sys-
tem called the customs X-Ray simula-
tor. this new platform can be used for 
training purposes and to assess X-ray 
image interpretation competency of 
cargo customs officers.  it also serves 
as a platform where information can be 
shared nationwide with other customs 
sites. 

the navigation on the software suite 
requires no prior knowledge. Due to 
the high degree of individualization, 
new procedures may be integrated in 
to test and training modules. the follow-
ing sections explain key aspects of the 
software.

Creation of own Content

the content manager of the customs 
X-Ray simulator allows creating cus-
tomized image libraries by uploading 
own content, e.g. X-ray images, scans 
of waybills and/or manually added infor-
mation from the waybill. these contents 
are combined into libraries that can be 
used to create test and training mod-
ules. such modules can be bundled into 
training series and assigned to certain 
persons or groups of personnel, with 
the option to allow access for a desig-
nated period of time. 

For example, series a contains objects 
hidden between pallets in the container, 
whereas series B contains objects at-
tached to the walls and the cooler of 
the refrigerator truck (Figure 2). if an in-
crease in frequency of one of the two 
smuggling methods is being registered 
at a specific border, series a or B can 
be assigned to the staff of a certain cus-

go X-RAy SCReeneRS

computer-based training (cBt) can 
be a powerful tool for increasing X-ray 
image interpretation competency of 
airport security X-ray screeners. as an 
example of training evaluation in the 
domain of cargo X-ray screening, a 
study published two years ago inves-
tigated whether cBt can also improve 
X-ray image interpretation competen-
cy of cargo screeners [3]. the X-Ray   
tutor (XRt) training system, developed 
by casRa, was adapted to fit the needs 
of cargo X-ray screening for the study. 
the results of the study revealed signifi-
cant increases in detection performance 
for screeners having trained weekly 
using the c-XRt (a test version of the 
customs X-Ray simulator). in addition, 
average inspection time per image de-
creased as a result of training. these re-

Figure 1: Top row left: X-ray image, top row right and bottom row: Prepared pineapples and 
bananas simulating hidden drug scenarios, photographed from above, perpendicular to the 
X-ray image.

http://www.acxis.eu/
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toms site for specific training purposes. 
new cases can also be uploaded to the 
library and allocated to the correspond-
ing module. the images and case spe-
cific information may be exchanged with 
other national customs agencies on a 
centralised database (see “centralized 
database”).

Furthermore, it is possible to create in-

dividual presentation slides (containing 
information relevant to the organization) 
or slide blocks to launch or conclude a 
simulation and provide theoretical back-
ground knowledge. 

Simulator Interface

During training, it is important to ex-
pose users to a broad variety of X-ray 

images depicting illicit objects from dif-
ferent angles in order to improve their 
X-ray image interpretation competency. 
the interface of the customs X-Ray 
simulator features a variety of support-
ive functions (Figure 3). in addition to 
the zoom function, also available to the 
user is the button “Waybill”, which dis-
plays a list of additional information and/
or a scanned copy of the waybill docu-
ments. along with this come several im-
age enhancement functions: 

 › neG: creates a “negative” of the im-
age

 › sen: “super enhancement”, increas-
es the contours

 › LoW LuM: “Low Luminosity”, reduc-
es the brightness

 › hiGh LuM: “high Luminosity”, in-
creases the brightness

 › B/W: “Black/White”, displays the im-
age in grey scales

 › PseuDo coLouRs: colours the im-
age, 4 available colour schemes

Figure 2: A section of the Customs X-Ray Simulator interface showing an X-ray image of a 
containier with smuggled drugs hidden behind the cooler. 

Figure 3: A typical user interface of the Customs X-Ray Simulator test and training program.
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Immediate feedback

Feedback is essential for learning and 
motivation. after every given response 
to an image, the customs screening of-
ficer is presented with a trial feedback. 
in the feedback window the required 
action is displayed and if a target ob-
ject was present a photograph and an 
X-ray image of this object is displayed 
to further support the learning process. 
after the completion of a training ses-
sion a block feedback with an overview 
of the number of images analyzed, cor-
rect responses, training times and fur-
ther details of the simulated scenario is 
displayed (Figure 4). 

Administration and Reporting func-
tions

thanks to the administration func-
tions users can be monitored and man-
aged easily. new user accounts can 
be swiftly imported via templates and 
organised in user groups. the reporting 
functions provide the administrator with 
overviews of each user’s training, test 

ences and information relevant to ef-
fective and efficient X-ray screening at 
customs. through flexible definition of 
access rights and information sharing 
possibilities, this system can also foster 
the collaboration between different cus-
toms sites on national and international 
level.

behaviour, and results. Reports may be 
exported for further data analysis.

Centralized database

X-ray images, information from the 
waybill, registration documents, and 
customized tags can be uploaded on 
to the shared database. the application 
architecture supports fully web-based 
clients by using htML5 and angularJs. 
the software can be used on-premises 
by installing it on a server, located on the 
customs administration’s premises. in 
this case, the configuration data and the 
user’s results are stored on a local cen-
tralized database. this option enables 
the nationwide review and exchange  
of images and information between dif-
ferent customs sites.

ConCluSIon

the use of a computer-based training, 
such as the customs X-Ray simulator, 
can significantly improve X-ray image 
interpretation competency of customs 
officers. Moreover, this new platform 
allows exchanging knowledge, experi-

Figure 4: Display of the feedback feature on the interface of the Customs X-Ray Simulator test and training program.
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